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2. FEE BRI

Realtek A7 AR A BEER T 58, B Jo i ZEH AR IR 2 S A2 7 S AL, 3
BTN LA

2.1. #8480 & eFuse #5E

Realtek W4 B4 1 USB/UART/PCM. Xf T UART #:H, #il73y H4/Three-wire
(H5). [l Realtek % AJ LASCRFRZ/ MR LS, IREEBGEHAEAE eFuse TPEE K], 7 ZLHH
BRI B B2 S B . 53 /M S B 2 v] LT driver HLIHI Y config SCARIEDL, gk O
BHFE, PCM 24, 32k clock BCE S, 1E4IUE F] LAZ7% UART interface BT controller initial
guide-H4/-H5.pdf.

2.2. 2K

MR IZ Linux PC 2480 2380 Linux 248, 7 H. kernel net/bluetooth ik
b, WA PLEIE command line 7SN E RN IKS), HF4IELSSHE KB N T
Readme.txt, AHY 3 Kernel #5E vl DIE . WA R RS, 5% 3. Kernel #5€ .

2.3. %1 BlueZ

WIRE RS I RA L BlueZ 503 752 8 BlueZ fiA, 1EME M www.bluez.org
TERTERIRA, FFCE)PiE.

2.4. % FH Ath stack 1 driver

WA P Ay BAEH BlueZ Z AN stack, IR 2 HATITF R IRE), AT LR S AEH
152 % A UART interface BT controller initial guide-H4/-H5.pdf I3 USB interface BT
controller initial guide.pdf.
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3.1.BlueZ kernel 13 E

JH3t shell $54 make menuconfig ¥7F net/bluetooth HIIEIN &, WA NEEEKCF&
f).config S, it kernel Fo & H G A SCRF, IX#70%6 Mif#) code fE<kernel>/net/bluetooth
H %o

make menuconfig (kernel 4.8) [Networking support > Bluetooth subsystem support]

- Bluetooth subsystem SUEpOFt

] Bluetooth Classic (BR/EDR) features
> RFCOMM ﬁrctncnl support

1 RFCOMM TTY support

> ENEF protocol support

] Multicast filter support

1 Protocol filter support

> HIDP protocol support

] Bluetooth H1Eh Speed (H5) features
] EBEluetooth Low Energy (LE) features

] Enable LED trig %ers
% Bluetooth self testing support

[* Export Bluetooth internals in debugfs

Figure 3-1 BlueZ kernel stack set in make menuconfig

<kernel>/.config

CONFIG_BT=m
CONFIG_BT_BREDR=y
CONFIG_BT_RFCOMM=m
CONFIG_BT_RFCOMM_TTY=y
CONFIG_BT_BNEP=m
CONFIG_BT_HIDP=m
CONFIG_BT_LE=y
CONFIG_BT_DEBUGFS=y

m R % A RFCOMM R A, A & % & # CONFIG_BT RFCOMM Al
CONFIG_BT RFCOMM _TTY.

W %A BNEP protocol 1 PAN M FH, A 75 %% CONFIG_BT_BNEP.

WIRATFE L (BREDR Mouse/Keyboard), A 7% i%#% CONFIG BT HIDP.

3.2.UART Transport layer ZX5h % &

X B 43 7& UART Transport layer 3X3)), 1 H] USB 4% 11§27 3.3. USB Transport Layer
WA BE -

# Realtek Bluetooth UART driver fiLff] bluetooth uart driver SC/4J& P ). h Fll.c SCH-#FE
D1 % <kernel>/drivers/bluetooth H .
& Mt <kernel>/drivers/bluetooth H 3% T Kconfig 1 Makefile 4, #in%} Realtek
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config BT_HCIUART_RTL3WIRE
bool "Realtek Three-wire UART (H5) protocol support"
depends on BT_HCIUART
help
Realtek Three-wire UART (H5) transport layer makes it possible
to use Realtek Bluetooth controller with Three-wire UART.

Say Y here to compile support for Realtek Three-wire UART.

Makefile:

hci_uart-y +=rtk_coex.o
hci_uart-S(CONFIG_BT_HCIUART_RTL3WIRE) +=hci_rtk_h5.0

i#1d make menuconfig B ELIEM kernel FIFC & S F<kernel>/.config, ffjil Realtek
Three-wire (H5) driver A 32 ¥

make menuconfig [Networking support > Bluetooth subsystem support > Bluetooth device
drivers]

<H> HCI UART driwver

UART (H4) protocol support

BC5P protocol support (NEW)

] Atheros AR308x serial support (NEW)

[ ] Three-wire UART (H5) Erotocal support (NEW)
[*] Realtek Three-wire UART (H5) protocol support
[ 1 Intel protocol support (NEW)

Oualcomm Atheros protocol support (NEW)

Intel AGGEXX protocol support (NEW)

Marvell protocol support (NEW)

Figure 3-2 Realtek Three-wire UART (H5) support in make menuconfig

<kernel>/.config

CONFIG_BT_HCIUART=m
CONFIG_BT_HCIUART_H4=y
CONFIG_BT_HCIUART RTL3WIRE=y

3.3.USB Transport Layer Xz} &

4 Realtek Bluetooth USB driver 7 bluetooth_usb_driver SC4-3& R A .c Al.h SCAF#5 DL
% kernel/driver/bluetooth H 3% .

&4 kernel/driver/bluetooth H 3% Kconfig Il Makefile, 4 /1% Realtek Bluetooth HCI
USB driver )3 #F.

Kconfig:

config BT_HCIBTUSB_RTLBTUSB
tristate "Realtek HCI USB driver support"
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depends on USB

help
Realtek Bluetooth HCI USB driver.
This driver is required if you want to use Realtek Bluetooth
device with USB interface.

Say Y here to compile support for Bluetooth USB devices into the
kernel or say M to compile it as module (rtk_btusb).

Makefile:
0bj-$(CONFIG_BT_HCIBTUSB_RTLBTUSB)  :=rtk_btusb.o
rtk_btusb-objs := rtk_bt.o rtk_misc.o rtk_coex.o

iHJT make menuconfig BLEEI kernel FIRBCLE S/, A Realtek Bluetooth HCI USB
driver A 3 ¥,

make menuconfig [Networking support > Bluetooth subsystem support > Bluetooth device
drivers]

<M> HCI USE driwver
[*] Broadcom protocol support
Realtek -r?tocal support

< > H DIO driver
<M> HCI UART driver
[*]  UART (H4) protocol support

Figure 3-3 Realtek HCI USB driver support in make menuconfig

<kernel>/.config

CONFIG_BT_HCIBTUSB_RTLBTUSB=m

3.4.AVRCP input device support

W R EH AVRCP 1] Up, Down, Left 5% 42 {E F1 press/release {5 2 input device %45
P AT, U 75 Z4T I kernel user level driver support (UINPUT).  Bti i) PLid i make
menuconfig B E 1E 4 kernel (AL E SCAFHTIT

make menuconfig [Device Drivers > Input device support > Miscellaneous devices]
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User level driver support

Figure 3-4 User lever input device support

<kernel>/.config

CONFIG_INPUT_MISC=y
CONFIG_INPUT_UINPUT=m

3.5.HOGP user-space HID support

WIERZEA HoG I KEY_1, KEY 2, KEY_ESC %548 i@ i input device 1645 H 7 187,
| 75 E24TFF kernel [ user-space I/O driver support for HID subsystem(UHID). i T A] PLi#E
it make menuconfig BLEE I kernel AL B AT IT .

make menuconfig [Device Drivers > HID support]

User-space 170 driver support Tor HID subsystem

Figure 3-5 UHID driver support

<kernel>/.config

CONFIG_UHID=m

4. BlueZ #44

4.1.BlueZ 4%

M BlueZ EM (www.bluez.org) % BlueZ ¥itd, #HATHAEIIE. WMiFiIRETIETHE
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FoHE BlueZ #K#ifI )%, 40 D-Bus, GLib %5, HE# (i BlueZ 5.xx, FRAEGH, SFHIZIAE
%, FHARL S, R LE Thig, 2K kernel it4s 3.5 XKLL L, BlueZ 5.0 %
PL_I. Realtek BT driver 3 #F kernel A4 2.6.32 DL |-,

BlueZ f14w 3 1] PL 2% <bluez-5.xx>/README. 1 JGi# 1t configure BHTHCL & , SR )5 9 i o
Al PLI#IT configure H4UH—LL T HE, 5] Ul : --enable-test 1] PAZ1¥<bluez-5.xx>/test | [—LE test
T H; BlueZ [#]--enable-experimental % I 3% /il T heartrate %% plugins, H &7 L&
Makefile.plugins 314, &4 if EXPERIMENTAL (#5852 HA% 6. BT BlueZ 5.xx,
EL49m P bluetoothetl, T, B configure Z%( N--enable-client.

BlueZ 176 W~ E EZ il configure BL B A %: CONFIGDIR. STORAGEDIR. &
fIIXF R configure 24145 7l & --sysconfdir Fll--localstatedir. CONFIGDIR 7& BlueZ daemon
bluetoothd Bt & /4 (47 /. B . STORAGEDIR #& BlueZ bluetoothd 74—~ adapter Il
HAHKI devices 15 B E -

configure:

if (test "Ssysconfdir" = 'S{prefix}/etc'); then
configdir="${prefix}/etc/bluetooth"
else
configdir="${sysconfdir}/bluetooth"
fi

if (test "Slocalstatedir" = 'S{prefix}/var'); then
storagedir="${prefix}/var/lib/bluetooth"

else
storagedir="${localstatedir}/lib/bluetooth"
fi
# 1% README ¥ &:
Jconfigure  --prefix=/usr --mandir=/usr/share/man  --sysconfdir=/etc  --localstatedir=/var
--libexecdir=/lib

CONFIGDIR H/etc/bluetooth, STORAGEDIR A/var/lib/bluetooth. bluetoothd(J5 [ 2 /i
)5 8 )5 2= 7E CONFIGDIR H 48 main.conf X AFHE4THL & - 7F main.conf # 1 L% B name,
class %5 5. . B 5 206K main.conf SCAFTBAEX M T H 3% R .

bluetoothd /£ STORAGEDIR [1] adapter address {322 N%&—> remote device LA
address B SCAF, HA) info T2 A7 #1% device AR5 ., 41 Name, Class, LinkKey,
LongTermKey %% .

[root@linux-pc /var/lib/bluetooth]# cat 00:05:44:33:22:11/33:E0:33:67:98:12/info
[LongTermKey]

Key=27708DFD10B8C6FA085C637D04AEB13E

Authenticated=0

EncSize=16

EDiv=13763

Rand=1129395808884020994
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[ConnectionParameters]
MinlInterval=12
MaxInterval=12
Latency=14
Timeout=100

[General]

Name=REALTEK_RCU

Appearance=0x03c0

AddressType=public

SupportedTechnologies=LE;

Trusted=false

Blocked=false
Services=00001800-0000-1000-8000-00805f9b34fb;0000180a-0000-1000-8000-00805f9b34fb;00
00180f-0000-1000-8000-00805f9b34fb;00001812-0000-1000-8000-00805f9b34fh;00001813-000
0-1000-8000-00805f9b34fh;0000ffd0-0000-1000-8000-00805f9b34fb;1800;180a;180f;1812;1813
;ffdO;

[DevicelD]
Source=1
Vendor=93
Product=1
Version=8485

4.2. UART hciattach

hciattach tool /& BlueZ & UART % L5 F ¥l #s #AL W) a6tk T H, X+ USB # M1
W A A B R B X A ) 15

XfF Realtek Bluetooth UART, 15{#H] driver £ rtk hciattach H =% NI A BCHT
rtk_hciattach, ANEAF F BlueZ 4 tH 1] heiattach. #4540 @ IT rtk_heiattach -n -s 115200 ttyS1
rtk_h5 % rtk_hciattach -n -s 115200 ttyS1 rtk_hd a3 24T, HoH DE{BRESTE2
Z: Ia o

4.3. IR I 14 3 F

WS ARG A FE 75 BN AR E 1 S, 5T UART #2100 A] £ heiattach_rtk.c H5E X
ST EE R H 3. BRABRAZT

#define FIRMWARE_DIRECTORY "/lib/firmware/rtlbt/"
#define BT_CONFIG_DIRECTORY "/lib/firmware/rtlbt/"
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¥ USB #2 M 5 A A, driver JBid BR%L request firmware()ZREL [ 44, 1X > R B AR
XM EF S FEME, —BIENEA H & v/lib/firmware. 75 2257 BB FH 10°F & %
RIFIALE, 55 A DT H 5%

4.4.bluetoothd B3

bluetoothd #2 BlueZ [¥]—/MF# #EHE, S T A2DP, AVRCP, GATT, SDP %% profiles, Jf
$2 44t D-Bus services 25 /MR TAEH -

£ JE 3)) bluetoothd Z Fil 75 ZZ 58 B L R LA HCE :

1. #i\ bluetooth.conf ELJf & 7E/etc/dbus-1/system.d H 3% T, JH3) bluez #HF2: bluetoothd
-n -d; X} F Bluez 5.xx, 7] AYNIN-C 24, $&4t deprecated command line interfaces, U1 sdptool
browse local.

W% bluetoothd JE W, HILLLF log:

D-Bus setup failed: Connection ":1.12" is not allowed to own the service "org.bluez" due to
security policies in the configuration file
N AT HE /& D-Bus AR M@, 7] PL7E /etc/dbus-1/system.d/bluetooth.conf H1¥5 Il

<policy user="root">
<allow own="org.bluez"/>
<allow send_destination="org.bluez"/>
<allow send_interface="org.bluez.Agent1"/>
<allow send_interface="org.bluez.MediaEndpoint1"/>
<allow send_interface="org.bluez.MediaPlayer1"/>
<allow send_interface="org.bluez.ThermometerWatcher1"/>
<allow send_interface="org.bluez.AlertAgent1"/>

<allow send_interface="org.bluez.Profilel"/>
<allow send_interface="org.bluez.HeartRateWatcher1"/>
<allow send_interface="org.bluez.CyclingSpeedWatcher1"/>
<allow send_interface="org.bluez.GattCharacteristic1"/>
<allow send_interface="org.bluez.GattDescriptorl"/>
<allow send_interface="org.freedesktop.DBus.ObjectManager"/>
<allow send_interface="org.freedesktop.DBus.Properties"/>
<!--for bluez 4 -->
<allow send_interface="org.bluez.Agent"/>
<allow send_interface="org.bluez.HandsfreeAgent"/>
<allow send_interface="org.bluez.MediaEndpoint"/>
<allow send_interface="org.bluez.MediaPlayer"/>
<allow send_interface="org.bluez.Watcher"/>
<allow send_interface="org.bluez.ThermometerWatcher"/>
<allow send_type="method_call"/>

</policy>

WIERAZ LA root 3217 bluetoothd, I 75 ELANINAHR. user [ policy, #1 root policy Z51BL, & il
N, REHE —ATIE SUsi<policy user="xxx">
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AL VETLE root BLFR FI124T bluetoothd.

2, WRMH UART #O/+K A, FHEH4BT _DIS pin $i7 high F£iEid rtk_hciattach 58 5%
WIEAFIEL E . rtk_hciattach -n -s 115200 ttyUSBO rtk_h5;

3. 7£ terminal % rfkill list 225 Bluetooth JJRZ . WIHRWE A IRZ N Blocked: yes, 11
H rfkill unblock bluetooth 154 F k%N Blocked: no.

4, BIE T AK: 1817 bluetoothetl, 7EHIEMEM A 24T 4 N\ power on B i
hciconfig T..H, 774 A hciconfig hciO up. i f# H bluetoothctl 1§ BE ¥ 4 o

5. BlueZ JURF0A R
LEFEME BlueZ 2 J5, AT LU B3 B — B T Rt
5.1.8F. 1Bk Controller [ &

heiconfig -a ] LLI R Controller [ —2£85A(E H, #A] L bluetoothetl ] show iy %
57 Controller /55 . (bluetoothcetl 7F 5.2 #R . FEXTAER R I & 2 1),

1E BlueZ [¥J main.conf (/etc/bluetooth/main.conf) 7] LA B Name. Class 515 5o g0 %
&% Controller 78 F-HLAFiL s B & b 1) B BIAR, AT LMEER class. H1U0E Bor s AL, A&
2% 0x210404. (Only the major and minor device class bits are considered). [F]F] 75 ZAZEL
plugins/hostname.c, EF:# K%L update name()F! update class()+ KA.

5.2. R, BoX NIERT &

BlueZ #2417 —/My4 47 T E bluetoothetl, SZHL T GAP #:4E. WFEFNT
<bluez-5.xx>/client/ H & F . 1E1E root BLK Tiz47T bluetoothetl, 3 NNy S1THE .

[bluetooth]# show // 2 & 5| 43 (1) Power 72154 yes, WIER Power A no, NIZ1T power on
[bluetooth]# power on

[bluetooth]# agent NolnputNoOutput // 7] LA B HAth 10 caps, 1 KeyboardDisplay
[bluetooth]# default-agent

[bluetooth]# scan on //FFE 2N N ) 1% 45 J5, {3 scan off <] scan.

[bluetooth]# pair 00:22:48:DC:89:0F /Mt X 78 iy ¥ 4%

[bluetooth]# connect 00:22:48:DC:89:0F //i%: 435 70 Ui ¥ #%

Bex 522 J5, ATLAME F [bluetooth]# trust 00:22:48:DC:89:0F F5 444 LARC A sk i 4 45 15 B
N trusted, WEHLLG & RIE, 1SRRG IZBT, BRI Yes/Noo WIS IE KRR S
B, ¥&F agent, WoxHIEE, HAWTTIEL.
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5.3. 1] R BLAN A B

AR T EREH RS RE], W ZEITI Inquiry Scan. WIERFEIN 7] DI ERE, WIFE
BT )5 Page Scan.

Inquiry Scan A1 Page Scan 1] LI heiconfig 7 )i : heiconfig hei0 piscan. 243 L Ui R -

piscan: ¥ Page Scan Al Inquiry Scan #{4T

iscan: {X4TJF Inquriy Scan;

pscan: {X4TJF Page Scan;

noscan: J%[4] Page Scan Al Inquiry Scan.

Fl hciconfig hci0 leadv [type]R] PA#%| adapter & LE Adverting, type Z%({A advertising
type (0~4); H hciconfig hci0 noleadv {5 1t advertising ..

{8 bluetoothetl ] AFTIF AT K IANAIERAL L, 4\ discoverable on A PA[F]I 4TI
discoverable il connectable, ERINEHLH /5 1)/ limited discoverable, B [E]4 180s. WA 2
discoverable —E % , ¥ B main.conf # [ DiscoverableTimeout 4 0. A it ff F discoverable
on A 4THF LE advertising. WIHRAZSTHF#%, W LAE A _E I heiconfig heil leadv, 7]
PLfE A heitool ecmd %&i% HCI LE commands W &) #E#& I ET #.

5.4.Test tools

BlueZ A#efit 7 —2e T H, nfPAMLIEATRE, AL TE<bluez-5.xx>/tools/ H K T o
EN BlueZ 2 BT B S BARIE bluetoothd #HFE O IEHE/TH HF & k.
A] | hciconfig —a #ffiik .

[alex_lu@linux-pc /tmp]S sudo hciconfig -a
hcil:Type: BR/EDR Bus: UART
BD Address: 34:C3:D2:0E:AE:36 ACL MTU: 1021:8 SCO MTU: 255:16
UP RUNNING PSCAN ISCAN
RX bytes:11078 acl:62 sco:0 events:153 errors:0
TX bytes:9582 acl:63 sco:0 commands:75 errors:0
Features: Oxff Oxff Oxff Oxfe Oxdb Oxff 0x7b 0x87
Packet type: DM1 DM3 DM5 DH1 DH3 DH5 HV1 HV2 HV3
Link policy: RSWITCH HOLD SNIFF PARK
Link mode: SLAVE ACCEPT
Name: 'luke-INP-131LT-MMTBKCN'
Class: 0x0c010c
Service Classes: Rendering, Capturing
Device Class: Computer, Laptop
HCI Version: 4.0 (0x6) Revision: Ox1e6c¢
LMP Version: 4.0 (Ox6) Subversion: 0xa747
Manufacturer: Realtek Semiconductor Corporation (93)
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(@) hciconfig: HCI & T &

sudo hciconfig hciO up /* Open and initialize HCI device */

sudo hciconfig hciO iscan ~ /* Visible */

H'& heiconfig emd 7] H hciconfig --help 3K 153 8¢ £ & <bluez-5.xx>/tools/hciconfig.c 3.

[alex_lu@linux-pc /tmp]S sudo hciconfig -h
Password:
hciconfig - HCI device configuration utility

Usage:
hciconfig
hciconfig [-a] hciX [command ...]

Commands:
up Open and initialize HCI device
down Close HCI device
reset Reset HCI device
rstat Reset statistic counters
auth Enable Authentication
noauth Disable Authentication
encrypt Enable Encryption
noencrypt Disable Encryption
piscan Enable Page and Inquiry scan
noscan Disable scan
iscan Enable Inquiry scan
pscan Enable Page scan
ptype [type] Get/Set default packet type
Im [mode] Get/Set default link mode
Ip [policy] Get/Set default link policy
name [name] Get/Set local name
class [class] Get/Set class of device
voice [voice] Get/Set voice setting
iac [iac] Get/Set inquiry access code
inqtpl [level] Get/Set inquiry transmit power level
ingmode [mode] Get/Set inquiry mode
inqdata [data] Get/Set inquiry data
inqtype [type] Get/Set inquiry scan type

ingparms  [win:int] Get/Set inquiry scan window and interval
pageparms [win:int] Get/Set page scan window and interval

(b) hcitool: HCI TR
sudo hcitool cmd <ogf> <ocf> <parameter1> <parameter2> ... /* Send HCI command */
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sudo hcitool lescan /*scan other le bluetooth device*/.
H'& heitool emd A A hceitool —-help K755 &% tools/hcitool.c 1.

(c) 12ping: 12cap MiXFE4
12ping <address>

[alex_lu@linux-pc /tmp]S sudo [2ping 9c:fb:d5:87:03:a3

Ping: 9c:fb:d5:87:03:a3 from 34:C3:D2:0E:AE:36 (data size 44) ...
44 bytes from 9c:fb:d5:87:03:a3 id 0 time 6.02ms

44 bytes from 9c:fb:d5:87:03:a3 id 1 time 17.46ms

44 bytes from 9c:fb:d5:87:03:a3 id 2 time 26.25ms

Bk 7 DA LT HA), BlueZ 842 T btmgmt, btgatt-client, btgatt-server, gatttool <A FH ¥) T
H.

5.5.Test scripts

BlueZ #4lt D-Bus % socket # %5 FJEZNH I . <bluez-5.xx>/test/ H ¢ N AEHUE A
FHAB 8 s an e ff FHIX 4642 1. D-Bus 2 1 IR A 5] — 2 python BHIAS, socket #2102 C
15 7] LS X el SO RS2 B JE N K o

5.6. BER%

WA A Hh Bz v SCRFIP) profile, B LAS FH sdptool SEHHL.
BEAHSTREN profile:  sdptool browse local
NOTE:Z 1T bluetoothd i ZfI-C S5

[alex_lu@linux-pc /tmp]S sudo sdptool browse local
Browsing FF:FF:FF:00:00:00 ...
Service RecHandle: 0x10000
Service Class ID List:

"PnP Information" (0x1200)
Profile Descriptor List:

"PnP Information" (0x1200)

Version: 0x0103

Browsing FF:FF:FF:00:00:00 ...

Service Search failed: Invalid argument
Service Name: Generic Access Profile
Service Provider: BlueZ
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Service RecHandle: 0x10001
Service Class ID List:
"Generic Access" (0x1800)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 31
"ATT" (0x0007)
uint16: 0x0001
uint16: 0x0005

Service Name: Generic Attribute Profile
Service Provider: BlueZ
Service RecHandle: 0x10002
Service Class ID List:
"Generic Attribute" (0x1801)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 31
"ATT" (0x0007)
uint16: 0x0006
uint16: 0x0009

Service Name: AVRCP CT
Service RecHandle: 0x10003
Service Class ID List:
"AV Remote" (0x110e)
"AV Remote Controller" (0x110f)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 23
"AVCTP" (0x0017)
uint16: 0x0103
Profile Descriptor List:
"AV Remote" (0x110e)
Version: 0x0106

Service Name: AVRCP TG
Service RecHandle: 0x10004
Service Class ID List:

"AV Remote Target" (0x110c)
Protocol Descriptor List:

"L2CAP" (0x0100)

PSM: 23
"AVCTP" (0x0017)
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uint16: 0x0103
Profile Descriptor List:
"AV Remote" (0x110e)
Version: 0x0105

Service Name: Audio Source
Service RecHandle: 0x10005
Service Class ID List:
"Audio Source" (0x110a)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 25
"AVDTP" (0x0019)
uint16: 0x0103
Profile Descriptor List:
"Advanced Audio" (0x110d)

F sdptool browse <address> ] LA 178 3 1 £ SCHF] profile.

6. Profile MR K

BlueZ $2fft D-Bus API. socket £ I AIFRA . HZEELS EES VA, A7 o] DL7E 3L
fih BRI, AT DUE R — S5RGBT R 5

—4 Linux based &%t Ubuntu/Debian KATHA O 4 H 77 BlueZ KN A UL, A AR
XL R G E AR A S B8 7 VR R S 3 5

6.1.A2DP and HFP

BlueZ Sl 1 a2dp Whil)Z, {HZE 75 BT S FH SR 428 il B 1 1 7 B % audiio data [ ffHS
M o#i B % , blueALSA 1 PulseAudio H X £ X # 4 ¥ #E , w F
https://github.com/Arka/bluez-alsa 1 http://pulseaudio.org N # RIS I FE M 2] Linux 2%t

BlueZ #2:# a2dp audio #H>% D-Bus #% M 7] A% doc/media-api.txt.

7f BlueZ 5.0 2 J5, HFP {E°4 external profile, 7% H4MTMN LT SEH. Bluetoothd
1978 B rfcomm B . S HFP FFJE M A blueALSA 1 oFono. blueALSA J& <=/
“H.oFono BRI | HFP, {H 2 audio #143 HH PulseAudio &bFE, Bt DL 'e 10 75 £ A PulseAudio
4558 4 RESEIL HFP.

HFP ] audio data AJ LU HCI 80 PCM 42 A& 45 W 4 #5 1l) #% - Realtek $2 i Config file
Y audio data J#id HCI f£3, /2 PCM 11
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KFRANXI A, 4352 R F Code Size Limit. PulseAudio & —/MHLEE KN FE & &R
4i(Sound Server for Sound Routing), *§F flash FLE/NHR AN IR A RIR LF IR FE . 1218
bluez-alsa ¥ i B , This project[Bluez-alsa] is a rebirth of a direct integration
between Bluez and ALSA . Bluez-4.xx W% I BT %] ALSA [ sound routing, {HZTE
Bluez-5.xx H1, XFh @ MERB R, BT audio routing #1113k 58 = /7 ¥) audio app, b
PulseAudio. It LA B # FPIRZS /2 Wi 5458 H BT audio, 344 20U PulseAudio 8% i | Bluez-4.xx.
Bluez-4.xx &K, B WA HY4EY", Bluez B 7 #EEH H Bluez-5.xx. AT L %% PulseAudio
FEME— ) INE

Bluez-alsa 7] LA# /X PulseAudio, 1M HAK#iEE />, Bluez-alsa M T 1) Bluez i S H#1
audio profile. Bluez-alsa [JSZHI%ET- ALSA PCM plugin.

1. Dependencies

e Alsa-lib
*  Bluez-5+
¢ Glib with GIO support
¢ Sbc
2. PR
%% bluez-alsa JFAXHD:

$ git clone https://github.com/Arkq/bluez-alsa.git
$ autoreconf --install
$ mkdir build && cd build
$ ../configure --enable-aac --enable-debug
$ make && make install

bluealsa daemon 2L - bluetoothd i2 1T F mainloop H*, bluetoothd iz 17 [F] i % 2> il it dbus
L2 service: H:H— N /& RegisterProfile(), bluealsa #J 4G LI BRI\ VE M a2dp-source, hsp-ag,
hfp-ag 3 /> profile. WIRILAE profile, A LAMEIH-p 4. Ul sudo ./src/bluealsa -p a2dp-source
-p a2dp-sink -p hfp-hf ..., AT LB AE sre/bluealsa.c 1 struct ba_config config K SZH .

[alex_lu@linux-pc ~/bluez-alsa]$ sudo ./src/bluealsa

Password:

./src/bluealsa: ctl.c:548: Starting controller loop

./src/bluealsa: bluez.c:680: Registering endpoint: /A2DP/SBC/Source/1
./src/bluealsa: bluez.c:914: Registering profile: /HSP/AudioGateway
./src/bluealsa: bluez.c:914: Registering profile: /HFP/AudioGateway
./src/bluealsa: main.c:281: Starting main dispatching loop

3. A2DP usage
1) A2DP Sink
1F terminal ;

$ sudo bluealsa-aplay ©0:00:00:00:00
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1E bluetoothctl H1
[bluetooth]# connect XxxX:XX:XX:XX:XX
2) A2DP Source
$ sudo aplay -D bluealsa:HCI=hci@,DEV=xX:XX:XX:XX:XX:XX,PROFILE=a2dp xxx.wav

Realtek Linux Bluetooth porting guide

4. HFP
1) Hands-free
1E bluetoothctl H1
$ connect XX:XX:XX:XX:XX
FEFHL LGB G S, 7 terminal 13817
$ sudo bluealsa-aplay --profile-sco ©0:00:00:00:00
S IR E B b RET 2508 77 U 17 R 7
[ 7T LA FH DL R iy 2 4 75— Bt 8k 16-bit wav SCAF, X 7 el B 75 & .
$ sudo aplay -D bluealsa:HCI=hci@,DEV=xX:XX:XX:XX:XX:XX,PROFILE=SCO XXX.wav
2) audio gateway
Al Hands-free 8L, HZIERER 2 HALEGHE SCHF HFP IE A, HAT Z3RITHIE. (B
N A BERCH FL IR D RE
£ bluetoothetl HIZEHE HALEH H 46
1E terminal HHIZ47:
$ sudo bluealsa-aplay --profile-sco ©0:00:00:00:00
XFEHALE, RS LR BT A
[ 7T A LR iy 2 4 7 — Bt 8k 16-bit wav SCAF, X 7 el B 75 .
$ sudo aplay -D bluealsa:HCI=hci@,DEV=xX:XX:XX:XX:XX:XX,PROFILE=SCO XXX.wav

W R PCM £ L4, 0 Linux PC, & #iff Config file -F77EHC & 4 00 01 00.

6.1.2.PulseAudio

a. (X%

e T B AE AN PulseAudio #H3<H intltool, libtool, json-c, libsndfile, sbe. #I1H-7E PC
Linux(Ubuntu or Gentoo or etc) Filif, JGHfHIAIX L packages /& 5 L& %4 .

%1% pulseaudio, Z#{(for example) T :

J/configure --with-gnu-1d \
--enable-shared \
--enable-dbus \
--disable-static \
--disable-x11 \
--disable-oss-output \
--disable-oss-wrapper \
--disable-coreaudio-output \
--disable-esound \
--disable-solaris \
--disable-waveout \
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--disable-gtk3 \
--disable-gconf \
--disable-jack \
--disable-asyncns \
--disable-tcpwrap \
--disable-lirc \
--disable-hal-compat \
--disable-openssl \
--disable-xen \
--disable-systemd \
--disable-systemd-journal \
--disable-manpages \
--disable-per-user-esound-socket \
--disable-neon-opt \
--disable-atomic-arm-linux-helpers \
--disable-ipv6 \

--disable-glib2 \
--without-speex \
--disable-systemd-daemon \
--disable-systemd-login \
--disable-systemd-journal \
--with-system-user=root \
--with-system-group=root \
--with-access-group=root \
--prefix=/usr \
--sysconfdir=/etc \
--localstatedir=/var \
--libdir=/lib \
--datarootdir=/usr/share \
--disable-bluez4 \
--enable-bluez5 \

--enable-alsa \

--enable-udev \
--enable-bluez5-native-headset \
--enable-bluez5-ofono-headset

WIHET £ MR £ W ZHR CPU Type ¥ 11--host=xxx-linux, 1 arm-linu,
mips-linux %,

WARF- & A udev, MHE--enable-udev B/ --disable-udev

WIERA T B alsa, f2--enable-alsa MU il --disable-alsa. — 1 0L, WIER 22 SCHKF a2dp sink,
AHHR 22 SCRF alsas

£ %% PulseAudio 1% IEAf 1% B LIBJSON_CFLAGS, LIBISON_LIBS,
LIBSNDFILE_CFLAGS, LIBSNDFILE_LIBS (%} PC Linux, A3 %5600 1X £ environments,
—MRARGH W E L)
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b. 24T PulseAudio

1217 pulseaudio HI 77 el — 2L/l B XS NLR RS, W daemon.conf, client.conf,
default.pa, system.pa. —MfE Linux PC -, XUEHCE SCAF45#E U 2l/ete/pulse/ H 3% - I H K H
configure [f]--sysconfdir #57€ . X THKANXRSG, RS HR H%.

pulseaudio --start

pulseaudio 1z 17 B} i& 1] PL 77 I —-log-level=X, --dl-search-path=<modules FfT 7t % 1% >,
--file=<pa 54 FIC B SCHF>. HAn modules T fE %20 9/lib/pulse-x.x/modules, pa Ji& 28 AL E
A H/ete/pulse/default.pa BY 7 /etc/pulse/system.pa

1Z2171in%: pulseaudio -n —-log-level=3 --dl-search-path=/lib/pulse-7.1/modules
--file=/etc/pulse/default.pa B /usr/bin/pulseaudio -n --log-level=3
--dI-search-path=/lib/pulse-7.1/modules --file=/etc/pulse/system.pa —system

-n FARAIMEERIN default.pa B system.pa.

pa It & S 842 B configure H—sysconfdir Z 8 € . LLU--sysconfdir=/etc, M pa
W B S PP AE R A% N fete/pulse/ o

modules #4% i configure [#)--libdir ZE € . LLin--libdir=/ust/lib, M| modules T 7E #§4%
“N/usr/lib/pulse-x.y/modules/, FH:H x.y #& pulseaudio FEIAS, #lU16.0, 7.1 %,

B 7 i iU 8 P AR 24T pulseaudio daemon. ANid— ik A 20T G2 PA root 7
1217 PulseAudio. LA root f{FRIZ1T pulseaudio, EITHIF N system-wide, E1THfENSHL
--systemo

B PulseAudio I ] BE 7 ZE AR 57 VBB A FHY log 554K

e  0:error

e l:error + warn

e 2:error + warn + info

*  3:error + warn + info + debug

— IR WIFTIF error + warn + info log.

wm Rl B Kl R “ mainc: Failed to acquire org.pulseaudio.Server:
org.freedesktop.DBus.Error.AccessDenied: Connection ":1.46" is not allowed to own the service
"org.pulseaudio.Server" due to security policies in the configuration file 7, 7 % 1E
Jetc/dbus-1/system.d/pulseaudio-system.conf ( It 3} K Z T <pulseaudio-x.y>/src/daemon/
pulseaudio-system.conf) F IR AU P2 . WL DL A 24T pulseaudio, {EIXANCAFH N
@ I —A policy, N2 root 2R,

<IDOCTYPE busconfig PUBLIC
"-//freedesktop//DTD D-BUS Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<policy user="root">
<allow own="org.pulseaudio.Server"/>
<allow send_destination="org.bluez"/>
<allow send_interface="org.bluez.Manager"/>
</policy>
<policy user="pulse">
<allow own="org.pulseaudio.Server"/>
<allow send_destination="org.bluez"/>
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<allow send_interface="org.bluez.Manager"/>
</policy>
<policy context="default">

<deny own="org.pulseaudio.Server"/>

<deny send_destination="org.bluez"/>

<deny send_interface="org.bluez.Manager"/>
</policy>

</busconfig>

1L B SO system/default.pa, 1%, module-bluetooth-policy, module-bluetooth-discover.

load-module module-bluetooth-policy
load-module module-bluetooth-discover

c. ik A2DP

2% 52 BR. EXNAERER TS, ERETH.

# pactl list modules //#ffi & module-bluez5-discover I module-bluetooth-policy L IH%K
# pactl list cards /& /& card

Card #0
Name: bluez_card.00_18 91 00_24 57
Driver: module-bluez5-device.c
Owner Module: 12
Properties:
device.description = "WOOWI HERO"
device.string = "00:18:91:00:24:57"
device.api = "bluez"
device.class = "sound"
device.bus = "bluetooth"
device.form_factor = "headset"
bluez.path = "/org/bluez/hci0/dev_00_18 91 00 24 57"
bluez.class = "0x240404"
bluez.alias = "WOOWI HERO"
device.icon_name = "audio-headset-bluetooth"
device.intended_roles = "phone"
Profiles:
headset_head_unit: Headset Head Unit (HSP/HFP) (sinks: 1, sources: 1, priority: 20,
available: yes)
a2dp_sink: High Fidelity Playback (A2DP Sink) (sinks: 1, sources: 0, priority: 10,
available: no)
off: Off (sinks: 0, sources: 0, priority: 0, available: yes)
Active Profile: off
Ports:
headset-output: Headset (priority: 0, latency offset: 0 usec)
Part of profile(s): headset_head_unit, a2dp_sink
headset-input: Headset (priority: 0, latency offset: 0 usec)
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Part of profile(s): headset_head_unit

# pactl list sinks

Sink #1
State: SUSPENDED
Name: bluez_sink.00_18 91 _00_24 57
Description: WOOWI HERO
Driver: module-bluez5-device.c
Sample Specification: s16le 1ch 8000Hz
Channel Map: mono
Owner Module: 20
Mute: no
Volume: mono: 43691/ 67%
balance 0.00
Base Volume: 65536 / 100%
Monitor Source: bluez_sink.00_18 91 00_24 57.monitor
Latency: 0 usec, configured 0 usec
Flags: HARDWARE HW_VOLUME_CTRL LATENCY
Properties:
bluetooth.protocol = "headset_head_unit"
device.intended_roles = "phone"
device.description = "WOOWI HERO"
device.string = "00:18:91:00:24:57"
device.api = "bluez"
device.class = "sound"
device.bus = "bluetooth"
device.form_factor = "headset"
bluez.path = "/org/bluez/hci0/dev_00_18 91 00 24 57"
bluez.class = "0x240404"
bluez.alias = "WOOWI HERO"
device.icon_name = "audio-headset-bluetooth"
Ports:
headset-output: Headset (priority: 0)
Active Port: headset-output
Formats:

pcm

W profile 4 a2dp _sink. W pactl list cards 7~ BlueZ Card [] Active Profile 4

a2dp_sink, JIJZ4 W& A

# pactl set-card-profile bluez_card.00_18 91 00_24 57 a2dp_sink
R H B Failure: No such entity 7 connection 72 75 K JT.
In# wav LA

# pactl upload-sample /usr/share/sounds/alsa/Front_Center.wav sp1
FEI

# pactl play-sample sp1 bluez_sink.00_18 91 00_24 57
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6.2.AVRCP CT

BlueZ $#2fit[] AVRCP CT #H2X[) D-Bus # M 1 AIEEFE doc/media-api.txt, interface A
org.bluez.MediaControll F1 org.bluez.MediaPlayerl. org.bluez.MediaControll methods [1J5ZF]
{E profile/audio/control.c 3L AFH . AP control play(), control pause(),.... /& Play, Pause
55 D-Bus API B EARSEIL . ™ AT DAARYE 75 SR I 58 2 484 .

6.3.LE GATT Client

6.3.1.GATT Client API

BlueZ #24t 71824 FIf*) GATT Client API, J5{8 /' JF & GATT Client application.
struct bt_att *bt_att_new(int fd, bool ext_signed)

IR A 73 O R A A struct bt_att IS5 FA, BUASHI ARG — > socket fIIAFT, 278 L2CAP
HIER:, LIEREE A T% % ATT packets.

unsigned int bt_att_register_disconnect(struct bt_att *att,
bt_att_disconnect_func_t callback,
void *user_data,
bt_att_destroy_func_t destroy)
At BRI — A Kb 3 G B R [ 1 R

struct gatt_db *gatt_db_new(void)
RSB — 1~ GATT database, HRERAFZ%G GATT server #2417 service 15 E..

struct bt_gatt_client *bt_gatt_client_new(struct gatt_db *db,
struct bt_att *att,
uintl16_t mtu)
VLR 305 Bl — A GATT client SE41.

unsigned int gatt_db_register(struct gatt_db *db,
gatt_db_attribute_cb_t service_added,
gatt_db_attribute_cb_t service_removed,
void *user_data,
gatt_db_destroy_func_t destroy)
SERRECENE 3 AR EL, 20 Bl R IR S A I . IR S5 R 211 AT Database %75
.
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unsigned int bt_gatt_client_ready_register(struct bt_gatt_client *client,
bt_gatt_client_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
SRR B M — AR B, f 3K GATT Client Ready FH44F. MR AR S5 se il 1A
[l 3 pR B o FRATTRT LAFE B [ml R R B AT BRI RS HIME S, Bk S
tools/btgatt-client.c [¥) print_services() B %5 »

unsigned int bt_gatt_client_read_value(struct bt_gatt_client *client,
uintl6_t value_handle,
bt_gatt_client_read_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
1 bR 25 FH T 32 BX handle #8171 Attribute [ value.

unsigned int bt_gatt_client_write_value(struct bt_gatt_client *client,
uint16_t value_handle,
const uint8_t *value, uint16_t length,
bt_gatt_client_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
IR E T 24748 handle #8171 11) Attribute [ value.

1% 2 #<bluez-5.xx>/tools/btgatt-client.c | fi£ 515 GATT Client API [ 8 [ .

6.3.2.btgatt-client

btgatt-client °J LI LE device, %R R%5, 15 Characteristics.

[alex_lu@linux-pc ~/bluez/bluez-5.41]$ sudo ./tools/btgatt-client -d 00:E0:00:34:56:78
Connecting to device... Done

[GATT client]# Service Added - UUID: 00001800-0000-1000-8000-00805f9b34fb start: 0x0001
end: 0x0007

[GATT client]# Service Added - UUID: 00001812-0000-1000-8000-00805f9b34fb start: 0x0008
end: 0x0026

[GATT client]# Service Added - UUID: 00001801-0000-1000-8000-00805f9b34fb start: 0x0027
end: 0x002a

[GATT client]# GATT discovery procedures complete
[GATT client]#
service - start: 0x0001, end: 0x0007, type: primary, uuid:
00001800-0000-1000-8000-00805f9b34fb

charac - start: 0x0002, value: 0x0003, props: 0x02, ext_props: 0x0000, uuid:
00002a00-0000-1000-8000-00805f9b34fb
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charac - start: 0x0004, value: 0x0005, props: 0x02, ext_props: 0x0000, uuid:
00002a01-0000-1000-8000-00805f9b34fb

charac - start: 0x0006, value: 0x0007, props: 0x02, ext_props: 0x0000, uuid:
00002a04-0000-1000-8000-00805f9b34fb

service - start: 0x0008, end: 0x0026, type: primary, uuid:
00001812-0000-1000-8000-00805f9b34fb
charac - start: 0x0009, value: 0x000a, props: 0x02, ext_props: 0x0000, uuid:
00002a4a-0000-1000-8000-00805f9b34fb
charac - start: 0x000b, value: 0x000c, props: 0x04, ext_props: 0x0000, uuid:
00002a4c-0000-1000-8000-00805f9b34fb
charac - start: 0x000d, value: 0x000e, props: 0x06, ext_props: 0x0000, uuid:
00002a4e-0000-1000-8000-00805f9b34fb
charac - start: 0x000f, value: 0x0010, props: 0x02, ext_props: 0x0000, uuid:
00002a4b-0000-1000-8000-00805f9b34fb
charac - start: 0x0011, value: 0x0012, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0013, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0014, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0015, value: 0x0016, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0017, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0018, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0019, value: 0x001a, props: 0x0e, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x001b, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x001c, value: 0x001d, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x001e, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x001f, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0020, value: 0x0021, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0022, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0023, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0024, value: 0x0025, props: 0xOe, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0026, uuid: 00002908-0000-1000-8000-00805f9b34fb

service - start: 0x0027, end: 0x002a, type: primary, uuid:
00001801-0000-1000-8000-00805f9b34fb
charac - start: 0x0028, value: 0x0029, props: 0x20, ext_props: 0x0000, uuid:
00002a05-0000-1000-8000-00805f9b34fb
descr - handle: 0x002a, uuid: 00002902-0000-1000-8000-00805f9b34fb
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[GATT client]# help
Commands:
help
services
read-value
read-long-value
read-multiple
write-value

Display help message

Show discovered services

Read a characteristic or descriptor value

Read a long characteristic or desctriptor value
Read Multiple

Write a characteristic or descriptor value

write-long-value  Write long characteristic or descriptor value

write-prepare
write-execute

Write prepare characteristic or descriptor value
Execute already prepared write

register-notify Subscribe to not/ind from a characteristic

unregister-notify  Unregister a not/ind session

set-security
get-security
set-sign-key

Set security level on le connection
Get security level on le connection
Set signing key for signed write command

[GATT client]# read-value 0x0003
Read value (11 bytes): 4d 65 64 69 61 51 20 52 43 55 00

6.3.3.gatttool

B T btgatt-client 24, BlueZ &2t 17 54— MH A TR gatttool, It T AN T
<bluez-5.xx>/attrib/ H 3%, Wit T ZEHR5, 125 Characteristics ZIIHE -

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool --help-all

Password:
Usage:
gatttool [OPTION...]

Help Options:
-h, --help
--help-all
--help-gatt
--help-params
arguments
--help-char-read-write
Read/Write arguments

GATT commands
--primary

Show help options
Show all help options
Show all GATT commands
Show all Primary Services/Characteristics

Show all Characteristics Value/Descriptor

Primary Service Discovery
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--characteristics Characteristics Discovery

--char-read Characteristics Value/Descriptor Read

--char-write Characteristics Value Write Without Response
(Write Command)

--char-write-req Characteristics Value Write (Write Request)

--char-desc Characteristics Descriptor Discovery

--listen Listen for notifications and indications

Primary Services/Characteristics arguments

-s, --start=0x0001 Starting handle(optional)
-e, --end=0xffff Ending handle(optional)
-u, --uuid=0x1801 UUID16 or UUID128(optional)

Characteristics Value/Descriptor Read/Write arguments

-a, --handle=0x0001 Read/Write characteristic by handle(required)
-n, --value=0x0001 Write characteristic value (required for write
operation)

Application Options:

-i, --adapter=hciX Specify local adapter interface

-b, --device=MAC Specify remote Bluetooth address

-t, --addr-type=[public | random] Set LE address type. Default: public

-m, --mtu=MTU Specify the MTU size

-p, --psm=PSM Specify the PSM for GATT/ATT over BR/EDR
-l, --sec-level=[low | medium | high] Set security level. Default: low

-1, --interactive Use interactive mode

42 primary services
gatttool sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --primary

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --primary
Password:

attr handle = 0x0001, end grp handle = 0x0007 uuid: 00001800-0000-1000-8000-00805f9b34fb
attr handle = 0x0008, end grp handle = 0x0026 uuid: 00001812-0000-1000-8000-00805f9b34fb
attr handle = 0x0027, end grp handle = 0x002a uuid: 00001801-0000-1000-8000-00805f9b34fb

182 characteristics:
gatttool -b <address> --characteristics, tHA] /il _I- start handle 1 end handle,gatttool -b <
address> --characteristics -s <start handle> -e <end handle>

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --char-desc
handle = 0x0001, uuid = 00002800-0000-1000-8000-00805f9b34fb
handle = 0x0002, uuid = 00002803-0000-1000-8000-00805f9b34fb
handle = 0x0003, uuid = 00002a00-0000-1000-8000-00805f9b34fb
handle = 0x0004, uuid = 00002803-0000-1000-8000-00805f9b34fb
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handle = 0x0005, uuid = 00002a01-0000-1000-8000-00805f9b34fb
handle = 0x0006, uuid = 00002803-0000-1000-8000-00805f9b34fb
handle = 0x0007, uuid = 00002a04-0000-1000-8000-00805f9b34fb
handle = 0x0008, uuid = 00002800-0000-1000-8000-00805f9b34fb
handle = 0x0009, uuid = 00002803-0000-1000-8000-00805f9b34fb

[alex_lu@linux-pc ~/bluez/bluez-5.47]$ sudo ./attrib/gatttool -b 00:E0:00:34:56:78

--characteristics

handle = 0x0002, char properties = 0x02, char value
00002a00-0000-1000-8000-00805f9b34fb

handle = 0x0004, char properties = 0x02, char value
00002a01-0000-1000-8000-00805f9b34fb

handle = 0x0006, char properties = 0x02, char value
00002a04-0000-1000-8000-00805f9b34fb

handle = 0x0009, char properties = 0x02, char value
00002a4a-0000-1000-8000-00805f9b34fb

handle = 0x000b, char properties = 0x04, char value
00002a4c-0000-1000-8000-00805f9b34fb

handle = 0x000d, char properties = O0x06, char value
00002a4e-0000-1000-8000-00805f9b34fb

handle = O0x000f char properties = 0x02, char value
00002a4b-0000-1000-8000-00805f9b34fb

handle = 0x0011, char properties = Oxla, char value
00002a4d-0000-1000-8000-00805f9b34fb
handle = 0x0015, char properties = O0xla, char value

00002a4d-0000-1000-8000-00805f9b34fb

handle

handle

handle

handle

handle

handle

handle

handle

handle

0x0003,

0x0005,

0x0007,

0x000a,

0x000c,

0x000e,

0x0010,

0x0012,

0x0016,

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78

--characteristics -s 0x0001 -e 0x0010

handle = 0x0002, char properties = 0x02, char value
00002a00-0000-1000-8000-00805f9b34fb

handle = 0x0004, char properties = 0x02, char value
00002a01-0000-1000-8000-00805f9b34fb

handle = 0x0006, char properties = 0x02, char value
00002a04-0000-1000-8000-00805f9b34fb

handle = 0x0009, char properties = O0x02, char value
00002a4a-0000-1000-8000-00805f9b34fb

handle = O0x000b, char properties = 0x04, char value
00002a4c-0000-1000-8000-00805f9b34fb

handle = 0x000d, char properties = O0x06, char value
00002a4e-0000-1000-8000-00805f9b34fb

handle = O0x000f char properties = 0x02, char value

handle

handle

handle

handle

handle

handle

handle

0x0003,

0x0005,

0x0007,

0x000a,

0x000c,

0x000e,

0x0010,

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid
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‘ 00002a4b-0000-1000-8000-00805f9b34fb

6.4.LE GATT Server

6.4.1.GATT Server API

BlueZ #&fit 7 —1%& GATT Server API, J7{8/H ' H & GATT Server application.
struct bt_gatt_server *bt_gatt_server_new(struct gatt_db *db,
struct bt_att *att, uint16_t mtu)
IR BC R TN struct bt_gatt server IS5 KA, IR BOLTE M T exchange mtu, read by
group type, read by type 5§ ATT request [1JALEE R %L

struct gatt_db_attribute *gatt_db_add_service(struct gatt_db *db,
const bt_uuid_t *uuid,
bool primary,
uintl6_t num_handles)
WIn—> service, 1E'EZJa 5 2 FH HARRR E 7 N characteristics #1 descriptors.

struct gatt_db_attribute *
gatt_db_service_add_characteristic(struct gatt_db_attribute *attrib,
const bt_uuid_t *uuid,
uint32_t permissions,
uint8_t properties,
gatt_db_read_t read_func,
gatt_db_write_t write_func,
void *user_data)
NII— characteristic 2| attrib $5 1] 1) service.

struct gatt_db_attribute *

gatt_db_service_add_descriptor(struct gatt_db_attribute *attrib,
const bt_uuid_t *uuid,
uint32_t permissions,
gatt_db_read_t read_func,
gatt_db_write_t write_func,
void *user_data)

I IN—A™ descriptor £ attrib $i [1] ¥ service.

bool gatt_db_attribute_write(struct gatt_db_attribute *attrib, uint16_t offset,
const uint8_t *value, size_t len,
uint8_t opcode, struct bt_att *att,
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gatt_db_attribute_write_t func,
void *user_data)
WH attribute [ value. IHpRE—MAER A W E attribute write callback I HL T .

bool gatt_db_service_set_active(struct gatt_db_attribute *attrib, bool active)
WOE service.

6.4.2.btgatt-server

GATT server HFF & ] L2 <bluez-5.xx>/tools/btgatt-server.c.

6.4.3.Built-in GATT server

WK GATT server 1] LAZ7% rtk_gatt server.c

{3

rtk_gatt server.c

6.5.Plugin

FERFTH profile, TN plugin, & SEEIEAD A PRI A2

BLUETOOTH_PLUGIN_DEFINE(name, VERSION, BLUETOOTH_PLUGIN_PRIORITY_DEFAULT, init,
exit)

7E init BB H PO 1% profile N IN E] profiles B % L, VEM profile K R 2
btd_profile_register(&profilel). 7t exit i i i btd_profile unregister(&profilel).

SR G B4 Makefile.plugins, s Jl:
builtin_modules += name
builtin_sources += <src file>

&4 Makefile.plugins 2 )& 75 B AE<bluez-5.xx>Yil% H 3% Fig4T—MHA bootstrap (R LA
HOm2), BANEN:

#1/bin/sh

aclocal && \
autoheader && \
libtoolize --automake --copy --force && \
automake --add-missing --copy && \
autoconf

2% 4.1BlueZ g% il Makefile 34w 7% .
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7. Debug tool

7.1.hcidump

BlueZ A #2HEHTHL btsnoop log ) TH hcidump. Bt T HEB AT host stack 5 Bluetooth
controller 2 [A)AZ . (5 A Hidf . b TH AL T-<bluez-5.xx>/tools/

heidump T E 1] LK log 4TEI/E terminal, 7] LALA raw data ¥ 77 SUORAFE B ST, TRAEIT)
AR LLA Frontline [ Capture File Viewer fif#tfT, 7] LA Ellisys Bluetooth Analyzer f#T .

PHL btsnoop log i 4

HFTEI#] terminal:

S sudo hcidump -t

fESCA log TRAFE] txt XA

S sudo hcidump -t > xxx.txt

{R#4F raw data:

S sudo hcidump -w xxx.cfa

7.2.BlueZ log

1247 bluetoothd I Jll-d -n S 4TI BlueZ debug log (JRHZH 14 H DBG() eAZLIT EN Y log
AR T HY) o

BlueZ [ log [AJI R A7) syslog, FTAZERAE % 7~ 6 & 15 3CHF, 41 Ubuntu R4 log 43
TEfig 75 /var/log/syslog SCAFH . & 7 BT LU AH busybox ¥ syslogd T7F, JE3lJE1E )G GigfT
syslogd, log ¥ {R{F1E/var/log/message SCAFH1
void btd_debug(const char *format, ...)

{
va_list ap;
va_start(ap, format);
vsyslog(LOG_DEBUG, format, ap);
va_end(ap);

1
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7.3.Kernel log

JHIT echo 7 > /proc/sys/kernel/printk /24 printk 25 7], # net/bluetooth A Realtek Bluetooth
driver [ log FTEPH K.
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